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WannaCry - khéc khong ra nwéc mat

Pao Anh Thu*

THONG TIN KHOA HOC

Khoa Céng nghé Thong tin, Truwdng Pai hoc M6 - Pia chdt, Viét Nam

THONG TIN BAI BAO TOM TAT

gl}‘lﬁl trl;'f],]'l 21712017 Bai bdo trinh bay vé virus mang WannaCry dd lam chdn déng cd thé gidi khi
an bai 12/7/20 tao nén mot con bdo thiét hai mdy tinh, can quét véi quy mo Iém nhdt tir
Chap nhan 25/8/2017 trudc dén gio. Khéng gidng vai cdc logi virus khdc, WannaCry la logi md déc
bang online 30/10/2017 tong tién, doi ngwoi bi hai phdi trd tién dé gidi ma cho mdy tinh bi déng
T khoa- bdng. Loal md nay hdu nhw khéng the’gzal mad du'O'c néu ké md héa khéng
Virus mang cung cdp thong tin. Tdc gid da trinh bay cdc vdn dé vé ddc trung, hoat dong
_oe s pha hoai va mot sé hu'o'ng ddn co ban cho ngudi siv dung dé trdnh bi nhiém
Ma doc tong tien logi virus ma doc nay.
Lo hong N e aa -
WannaCry © 2017 Trudng Pai hoc M4 - Dia chat. Tat ca cac quyén duoc bao dam.
Thi nhat, ma doc nay st dung nhirng thong
1. M¢& dau tin r0 ri do nhom hacker Shadow Broker kham

Ngay thirsdu 12 thang 5 nim 2017, ca thé gidi
chan dong khi gidi tdi pham mang da ghi dwoc ky
luc méi. Cudc tin cong ma doc gian diép trén toan
thé gi¢i da tac dong tdi hon 100 quéc gia chi trong
vong 48 gio, vay la WannaCry/ WanaCryptOr 2.0
da gay ra cudc tin cong Ién nhit trén thé gidi tir
trudc dén gio, ca vé quy md dé hw hai cling nhw
pham vi va tdc do 1y nhiém. Tinh t&i ngay 14
thdng 6 ndam 2017, so lan giao dich tién chudc la
327 véi s tién 1én téi 130,634.77 do la My.

2. WannaCry la gi?

WannaCry, WanaCrypt con viét tit1a Wery 1a
phian mém tong tién hoat dong gian diép co cac
dac trung hoat dong hét sirc phirc tap (Limor
Kessem, 2017).

Tdc gid lién hé
E-mail: daoanhthu@humg.edu.vn

pha ra va cong b8. Hau qua cia viéc ro ri nay la noi
1én v6 s6 phan mém ma doc st dung ching vao
muc dich bit chinh ma triwomg hgp WannCry 1a t6i
té nhit.

Thi hai, ma doc WannaCry st dung ma hoa
bit ddi xirng cwc manh, RSA 2048 bit d€ ma hoa
file. Ma hod bit doi xirng twong ddi chdm so véi
ma hoa doi x&rng nhung lai rit manh va hau nhw
khong thé pha ma dwoc.

Thi ba, ma déc nay st dung kién triic médun,
kiéu kién tric phé bién trong ca phdn mém hop
phép va phan mém bit hop phap phic tap nhw
Trojan tin cong ngan hang. Thong thwong phin
mém gian diép khong thudc loai mé dun, ma
thwong don gian hon, cac tac vu ciing khong chira
thanh phan m6 dun. Piéu nay cé nghia la tac gia
dang sau Wery duwong nhw 1a ¢d mot nhom 1ap
trinh vién chr khong thé la mét ngwoi. Thim chi
nguoi ta con cho rang 1a cd mot bang nhém toi
pham mang c6 t6 chirc chuyén phat tdn ma doc.
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Cudi cung, chiing ta khong phai dang déi pho
vGi nhitng ké A-ma-to. Cudc tin cong trén dién
rong nay c6 tinh nghiém trong cao va mic du 16
héng dén gior da dworc va lai, nhung nhiéu co quan,
t6 chirc da bi dinh va con s6 nan nhin tiép tuc ting

Nhiéu co quan, t8 chitc, doanh nghiép van con
st dung Windows XP, mac du Microsoft da ngirng
hé tro Windows XP va khong con phat hanh cac
ban v4 16i cho hé théng nay. Vi vdy ma né da tré
thanh muc tiéu cda cudc tin cong.

1én. Phan mém tdng tién Wcry da nham dén cac
thanh phén chia sé (share-holder) chinh trong hé
diéu hanh chr khong phai ban thin hé diéu hanh
Windows. Vi thé ma n6 nham t6i tit ca cac phién
ban: Windows XP, Windows Vista, Windows 7,
Windows 8 va Windows 10.

Vi sw st dung pho bién cua hé diéu hanh
Microsoft Windows, c6 nghia 12 16 héng xuit hién
khip noi, dan t6i danh sach cac hé théng bi anh
hwdng trén dién rong rat16n: hé thong may ban 1é
(POS - Point of Sale), hé th6ng may rut tién ty dong
ATM, hé thong diéu khién giao thong, ngin hang,
bénh vién, nha hang, may chq, va con rat nhiéu
ntra.

Sw két hop chét ngwdi nay lam cho nan nhan
1am vao tinh canh t6i té va khién cho WannaCry
tré thanh phan mém téng tién hiéu qua nhit trén
thé gi¢i. Chi trong vong moét ngay, né da chu du
qua 150 qudc gia va lay nhiém t&i 230,000 may
tinh.

3. Tai sao WannaCry c6 thé liy lan nhanh dén
nhw vay?

C6 ba yéu té nguyén nhan chinh dé virus nay
lay lan nhanh chéng (Bill Brenner, 2017):

Ma lap trinh cho phép con sau (worm) nay lan
qua mang nhanh chéng ma khéng cin nguoi dung
tac dong thém gi sau khi dién ra ra hanh déng lay
nhiém ban dau. Nghia 13 chi cAn mot cu click tir
ngwoi dung 1a virus tw déng 1y nhiém may nan
nhéan va tit ca hé thong két no6i véi may nan nhan.

Virus khai thdc mot 16 héng ma nhiéu co
quan, t6 chirc, doanh nghiép da bé qua khong va
lai. Miic du v4 16 hdng hé diéu hanh 1a viéc 1am dau
tién trong chién lwgc an ninh nhung viéc thwong
xuyén cap nhat cac ban va khong phai lic nao cling
suon sé.

«:ﬂ Wfana Decryptlr 2.0 @
Qoops, your files have been encrypted!

‘What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longsr
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time, Nobody canrecover your files without
our decryption service,

Payment will be raised on -
Y =) Can I Recover My Files?

Sure, We guarantee that you canrecover all wour files safely and easily, But you have
not so enough time,

“fou can decrypt some of your files for free, Try now by clicking <Decrypt=,

But if you want to decrypt all your files, you need to pay.

“You only have 3 days to subrmit the payment, After that the price will be doubled.
Alzo, if wou don't pay in 7 days, you won't be able to recover your files forewver.

e will have free evernts for users who are so poor that they couldn't pay in 6 mornths.

m

5/15/2017 16:04:06

me Left

Your files will be lost on

|l How Do I Pay?
Payrment is accepted in Bitcoin only, For more information, click <About bitcoins.
Please check the current price of Bitcoin and buy some bitcoins, For more information,
click <How to buy bitcoings,
And send the correct amount to the address specified in this window,
After your payment, click <Check Payment=, Best time to check: %:00am - 11:00am

L T o
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Time Left

Send $300 worth of bitcoin to this address:

Contact Us

Hinh 1. Giao dién doi tién ctia WannaCry.
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Khi tin c6ng vao Dich vu Y t€ Quoc gia tai
nuwédc Anh, co quan nay budc phai tir chdi bénh
nhan, huy cac cuéc phiu thuat va sip xép lai lich
kham, chi c6 thé xtr Iy cic treomg hop bénh nhin
cdp ctru. Va sau do la hang loat bao céo té liét hé
théng 16n nhoé & khap cac nudc.

Hinh &nh doi tién ctia WannaCry tré thanh
ndi &m anh v&i nan nhan vi nhin thdy n6 nghia la
toan b0 tép tin, thw muc trén may da bi khoa ma
toan b, khong thé thao tac dwoc gi trén may ngoai
bat va tit may. Néu khong mudn tra tién chudc thi
chi con cach chiu mat hét dir liéu, format toan bo 6
clrng va cai dat lai tit cd moi thir tir dau. Qua thuc
virus WannaCry da day nan nhan vao tinh canh
tré tréu, khoc khong ra nwéc mat.

Khac véi hidu hét cac phan mém tong tién
khac, Wery khong str dung anh dé doi tién chudc
ma s dung mot file thwe thi. Ban than file chay
nay khong phai 1a phan mém ma ddc ma chila mot
chwong trinh don gidn hién thi théng bdo cho nan
nhan (Limor Kessem, 2017).

Hinh anh hién 1én cho tirng nan nhan phu
thudc vao dai dia chi IP anh xa cho qudc gia cta
nan nhan. T4c gid ctia phin mém nay dwa ra nhiéu
dinh dang ngon ngir cho Wcry, cac phién ban nay
dich may va thwong mac16i ci phap cirng nhic. Dé
dam bao nan nhan nhin thiy thong bao ngay lap
tlrc, né dat thong bo tai mot ctra s6 trén cung cla
man hinh desktop.

C6 mot ciu hdi & day 1a liéu tra tién chudc thi
may tinh ngwoi dung co6 tré lai nguyén ven nhw
trwdc duge khong? Vi cd vé s tién khong qua 1om.
Tuy nhién khong ai ddm dam bao diéu nay ca ma
nan nhan néu c6 tra tién thi két qua cé thé nao ho
cling im hoi lang tiéng vi diéu nay 1a bat hop phap.

4. Phian mém tong tién tré’ thanh moi nguy hai
gia tang toan ciu

Phan mém tong tién khong con méi ma cling
ching xa voi nhw trén phim anh. Loai phAn mém
ma doc nay xAm nhap hé thong ciia ngudi st dung
d€ ma hoa toan b cac file trén d6 sau dé doi mot
khoan tién chudc méi tra lai quyén s dung cho
nan nhan. Tré lai ndm 1989, phan mém téng tién
tirng bung nd trén dia mém givi cho ngudi st dung
may tinh. Nam 2014, loai ma doc nay manh nha
tré lai cung hang loat cac vu khoa ma trén toan
ciu, cho phép tdi pham mang nic danh doi tién tir
bat ky ai.

Nam 2016, ma doc tdng tién la méi de doa
truc tuyén phd bién nhit, méi ngay c6 téi hon
40,000 cudc tin cong cung mot lac va chiém téi
hon 65% mail rac cé chira ma doc. K&t qua nghién
ctru cuia IBM X-Force khi theo doi mail rac cho thiy
mail chira ma doc tong tién nam 2016 tang vot
6,000%, so v&i 0.6% ndam 2015, chiém 40% luwgng
mail rac (Kelly Kane, 2016). Tinh trang ndy con toi
té hon nita trong nam 2017 nay.

FBI va cac luc lwong hanh phap quéc té cling
canh bao vé nguy co phadn mém téng tién. FBI dw
doan ma ddc tong tién gitp tdi pham mang kiém
chac t¢i 1 ti d6 la cudi ndm 2016, ma con sO nay
con lém hon nita trong nam 2017. Cybersecurity
Ventures dw doan chi phi thiét hai do ma doc téng
tién giy ra trong nam 2017 vwot qua 5 ti do la My
(Steve Morgan, 2017)

5. Ngwai dung trweéc hét cin tw bao vé may cia
minh

Cac co quan luat phap vé an ninh mang dwa
ra khuyén cdo tlr chdi tra tién chudc vi viéc tra tién
cang khuyén khich t6i pham mang tiép tuc phat
tan ma doc va thu vé tién mat. Trwdc hét ngwoi st
dung can phai tw bao vé may ctia minh khoi nguy
co' ma doc ndy. Dudi day 1a mot s6 chi dan str dung
may tinh lén mang an toan, tranh duwoc
WannaCry:

Khoéng click vao cac duwdong din nguy hiém
trong hom thw dién tir.

R4t than trong khi vao cac trang web c6 canh
bao khong an toan (unsafe) hodc khong dang tin
cay (unreliable).

Khéng bao gir dwoc click vao dwdng link
khong danh tin cay trén trang web hoac khi truy
cap Facebook, Zalo, Viber hay cac rng dung mang
x4 hdi va nhan tin khac.

Néu nguwoi ding nhan dwoc tin nhan c6 kém
link tir ban bé thi hoi ho trwéc khi mé link ra dé
chic chan link d6 an toan (may tinh bi 1y nhiém
ma doc thwong tw dong giri dwong dan qua tin
nhén cho danh sach ban bé trén may d6).

Thwong xuyén lwu cac ban sao dw phong cho
cac file quan trong.

Canh giac véi thu dién tr gid mao c6 tén gan
giong véi cac dich vu thanh toan dién tir, ngin
hang truc tuyén, ching c6 thé gid mao giao dién
web giéng hét nén cin xem ky tén dia chi trang
web. Vi du dia chi ding cua ngan hang
Vietcombank 1a vietcombank.com.vn thi dia chi
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trang web gia mao c6 thé la vietcombank.net.vn
hodac vietconbank.com.vn.

St dung phan mém diét virus (anti-virus) va
ludn cip nhit bAn mai nhat.

Cap nhét lién tuc hé diéu hanh Windows, cac
ban v 16i méi nhat.

6. Kétluan

Tac hai ciia ma doc téng tién la rit 1om vi tac
déng trén dién rong va sw hw hai kh6 phuc hoi cia
n6. Nghién ctru cach thirc hoat dong gay hai cda
WannaCry, siu mdy tinh ma doc tong tién mai
nhét ciing chi ré kha nang khéi phuc lai hoat dong
clia may tinh sau khi bi nhiém 1 rat thap. Nén cach
thirc xir ly t6t nhat van 1a cac bién phap dé phong
cho tinh huéng x4u nhat.

Hién tai Microsoft da dwa ra cic hwéng dan
xtt ly tit dich vu 16 hdng bi WannaCry loi dung, cac
cobng cu ciing dwoc phét trién tir cic nha an ninh
mang trén thé gi¢i dé xir Iy may bi nhiém ciing dat

dworc thanh cong. Tuy nhién ngwoi dung ludn phai
canh giac vi loai phadn mém tdng tién nay chic
chdn s& tré lai véi cac hinh thitrc che gidu khén
khéo hon va tac hai ghé gém hon nira.
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ABSTRACT

Wannacry - cry without tears

Thu Anh Dao
Faculty of Information Technology, Hanoi University of Mining and Geology, Vietnam.

The article presents information about WannaCry, the network virus which made the global assault,
quickly spreaded more than a storm, caused damages to billions of computers, which made it the most
severe malware attack so far in 2017. Unlike other network malwares, WannaCry is a new type of
ransomeware which demands the victim to pay for unfreezing the infected computer. This type of
encrypted code of virus almost can not decrypted, except its creator. This article includes characteristics,
damaging actions and some guide lines for computer users to protect their computers from WannaCry and

other ransomwares.

Keywords: network virus, ransomware, vulnerability, WannaCry.





